Broads Authority

29 September 2006

Agenda Item No 12


Strategic Risk Register

Report by Director of Corporate Services 

	Summary:
This report appends the Authority’s Strategic Risk Register, which was set up in 2004 in order to identify, assess and manage key financial and operational risks, and provides an opportunity for members to review and comment on the Register.

Recommendations:  

(i) That the report be noted.

(ii) That members are invited to comment on the Risk Register and actions which are being taken to manage risks, and that these comments be taken into account in reviewing and updating the Register.


1
Introduction

1.1
Members may be aware that, as recommended by the Authority’s auditors, a strategic risk analysis was carried out by senior officers and one member in 2004, in order to identify, assess and manage key financial and operational risks.

1.2
In order to ensure that the Register is robust and responsive to changing circumstances the following processes are built into the system:

· regular reviews of each risk by responsible officers, in accordance with the specified review frequency;

· an annual review of the Register by the Authority’s Management Forum (the group of senior officers comprising the Management Team and Heads of Sections); and

· an annual review by members.

1.3
The Management Forum reviewed the Register at its meeting on 27 March 2006. A review by members is overdue, and this report therefore provides members with the opportunity to note and comment on the Register.

2
Identification of Strategic Risks

2.1
The initial identification of risks was carried out in association with Zurich Municipal Management Services (ZMMS), who have significant expertise in this field and who have worked with a number of local authorities to advise and assist them in the drawing up of a risk register.

2.2
Following a presentation by ZMMS and facilitated workshops with groups of staff, a risk register was drawn up containing (at that time) 23 strategic risk scenarios.

2.3
At the same time officers identified a ‘tolerance level’ below which risks were considered to be acceptable (which does not mean that we will cease to review and manage them). This tolerance level is set out in the grid below. The aim is to manage all risks to the lowest practicable level, and ideally below the tolerance level, whilst accepting that this may not be achievable in all instances.
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NOTE: The grey area defines the level of risk which are deemed to fall below the tolerance level.

2.4
The next task was to draw up a Management Plan, which was approved by the Authority’s Strategy and Resources Committee at its meeting on 24 January 2005.

3
Current Register

3.1
The current Register contains 25 risks, of which 13 are above the acceptable tolerance level and 12 are below the level. Two new risks have been added since the original exercise was carried out:

· 22 – Development of Local Development Framework within timescale; and

· 23 – Outbreak of Avian Flu;

whilst one has now been reassessed and is now above the tolerance level:

· 8a – Planning Service to be in-house;

and two have been reassessed to below the tolerance level:

· 2 – Job evaluation; and

· 4 – IEG strategy.

3.2
The risks which are above the tolerance level can be identified by an asterisk against the ‘Rating’ in the Risk Register.

3.3
Officers will continue to monitor and manage the risks, and where possible take actions to reduce the level of the risk. Significant concerns will be reported to the appropriate Director or Management Team as necessary.

3.4
An annual update will be brought to the Authority for information.

Background papers:
Broads Authority Strategic Risk Management report prepared by 


Zurich Municipal Management Services, dated February 2004
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Rob Holman
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22 August 2006
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Strategic Risk Register



                        Management Action Plan

	Risk number:  5a(a)

Rating:  B2*

Description:

Responsibility for maintenance of infrastructure with limited funding.

Vulnerability:

Authority responsible for a lot of property, e.g. yacht stations, boardwalks, etc., and as its function is to encourage activity in its area there is a need to maintain this infrastructure in a good/safe condition.  Funding is limited.

Trigger:

Serious incident on property which could be foreseen.

Consequences:

· Injury.

· Death.

· Authority not seen as acting responsibly.

· Claims received.

· Claims lost.

· Costs increase.

· Morale affected.

· Exposure to corporate manslaughter.


	Actions/controls already in place:

· The Authority has a system of maintenance/ health and safety inspections in place for countryside recreation facilities, public rights of way, 24 hour moorings, quays and yacht stations where these facilities are owned or managed by the Authority. The inspections are carried out by Countryside and Navigation staff.

· There is a prioritised response to emergency work which may involve both Broads Authority staff and contractors. Routine maintenance work is prioritised via management plans and the project prioritisation database.

Adequacy of action/controls to address risk:

· In respect of navigation facilities the inspections are routine and documented; yacht stations and Reedham Quay are staffed by the Authority on a seasonal basis.

· Although countryside facilities and rights of way are inspected and managed, the recent Best Value review of Recreation Management has recommended that a more robust system be put in place.

· There is a need for a routine tree risk assessment system for recreation sites. This is currently being worked on.

Required management action/control:

· A more robust countryside inspection system will be created.

· A routine tree risk assessment and management system will be created.

· Continued work on the production of management plans.

Responsibility for action:  Mark MacGregor

Critical success factors:

· Risk assessment and inspection systems in place and working.

Review frequency: Annual formal review with continuous informal review

Date of next review: March 2006
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             Management Action Plan
	Risk number: 9

Rating:  A3*

Description:

Limited resources to implement Broads Plan objectives.

Vulnerability:

There is a funding and skills gap between what the Authority wants to achieve in its 5-Year Action Plan and the (staff and financial) resources available.

Trigger:

The Authority is unable to fulfil its side of its action plan in key areas.

Consequences:

· Loss of credibility.

· Stress – people off sick.

· Staff morale affected.

· Claims could arise.

· Failure to achieve objectives.


	Actions/controls already in place:

· The Authority is seeking to make best use of its expenditure and resources through the identification of priority activities in its annual Business Plan.

· The Authority has established the Broads Plan Advisory Group to seek to fund and implement key priority areas where possible.

· The Authority has successfully obtained an additional £1.5 million from Defra over three financial years (2005/06 – 2007/08) in order to fund specific expenditure.

· The Authority has identified the need to increase the toll income base over the next five years in order to address the backlog of maintenance work and dredging.

Adequacy of action/controls to address risk:

· Whilst much can be achieved through the efforts of the Authority – provided these are properly focussed – and its partners, the Authority can only make meaningful progress towards implementing Broads Plan objectives if it receives significant additional funding from central government.

Required management action/control:

· Continue to prioritise resources and work with partner organisations to ensure that those funds which are available are deployed in the most effective way.

· Make the case to central government for the additional £500,000 per annum to built into the Authority’s core funding from 2008/09 onwards.

Responsibility for action:  Rob Holman

Critical success factors:

· Broads Plan objectives and the 5-Year Action Plan are implemented insofar as it is possible, having regard to external influences that are outside the control of the Authority.

Review frequency: Annually, as part of the budget process

Date of next review: January 2007
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Management Action Plan

	Risk number:  5a(b)

Rating:  B3*

Description:

Theft/vandalism is a drain on resources.

Vulnerability:

Authority responsible for a lot of property, e.g. yacht stations, boardwalks, etc., and as its function is to encourage activity in its area there is a need to maintain this infrastructure in a good/safe condition.  Funding is limited.

Trigger:

Theft/vandalism to property.

Consequences:

· Injury.

· Death.

· Authority not seen as acting responsibly.

· Claims received.

· Claims lost.

· Costs increase.

· Morale affected.

· Exposure to corporate manslaughter.


	Actions/controls already in place:

· The Authority has a system of maintenance/ health and safety inspections in place for countryside recreation facilities, public rights of way, 24 hour moorings, quays and yacht stations where these facilities are owned or managed by the Authority. The inspections are carried out by Countryside and Navigation staff.

· There is a prioritised response to emergency work which may involve both Broads Authority staff and contractors. Routine maintenance work is prioritised via management plans and the project prioritisation database.

· In respect of rights of way landowners are advised of unsafe structures were they are not the responsibility of the Authority.

Adequacy of action/controls to address risk:

· In respect of navigation facilities the inspections are routine and documented; yacht stations and Reedham Quay are staffed by the Authority on a seasonal basis.

· Although countryside facilities and rights of way are inspected and managed, the recent Best Value review of Recreation Management has recommended that a more robust system should be put in place.

· There is a need for a routine tree risk assessment system for recreation sites. This is currently being worked on.

Required management action/control:

· A more robust countryside inspection system will be created.

· A routine tree risk assessment and management system will be created.

· Continued work on the production of management plans.

Responsibility for action:  Mark MacGregor

Critical success factors:

· Risk assessment and inspection systems in place and working.

Review frequency: Annually

Date of next review: March 2006
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 Management Action Plan

	Risk number:  11

Rating:  B3*

Description:

Legislation is increasing and resources limited.

Vulnerability:

Legislation pressure is increasing (e.g. dredging, access for the less able, waste disposal and environmental protection), both nationally and internationally (e.g. Disability Discrimination Act, Countryside and Rights of Way Act, EU Habitats Directive, Water Framework Directive). The Authority will struggle to resource all legislative requirements. 

Trigger:

The Authority fails to meet a key legislative requirement.

Consequences:

· Services not delivered e.g. river silting.

· Complaints.

· Incidents.

· Authority has no defence.

· Reduced revenue.

· Loss of reputation.

· Disenchantment of stakeholders.


	Actions/controls already in place:

· Authority is reasonably well informed of its obligations with respect to key international and national legislation. Obligations have been reviewed as part of the Broads Plan process and targets incorporated within 5-Year Action Plan.

· Officers work closely with Defra and statutory bodies, such as EA and EN, towards meeting targets. 

· Joint business planning by Broads Plan Advisory Group.

· Planning process identifies and addresses some of the legal requirements.

Adequacy of action/controls to address risk:

· Likely that some targets (e.g. Government’s Public Service Agreement target of 95% SSSIs in favourable condition by 2010) will not be met due to inadequate knowledge and/or insufficient resources.

· Sediment Management Strategy under development to prioritise management actions and work towards sustainable long-term reduction of sediment inputs.

· Tolls Review provides a firmer basis on which to secure additional funds to meet legal requirements.

Required management action/control:

· Continued but better integrated and coordinated working with partners to prioritise areas of joint action and combine resources.

· Development of a Rivers and Broads Strategy to inform establishment of priorities and targets. 

· Broads Authority, with support from its partners, to keep up-to-date and well-informed of legislative requirements.

Responsibility for action:  John Packman

Critical success factors:

· Statutory and government targets met. 

· Gradual reduction in dredging requirements whilst maintaining and, where appropriate, extending the navigation.

· More resources secured by the Authority and its partners to meet PSA and WFD targets.

NOTE:  The Authority fully supports the prevailing legislation, much of which enables it to deliver its three statutory duties more effectively. The purpose of this assessment is to highlight its level of exposure on not delivering on such duties and the obligations set by such legislation.
Review frequency: Annually by Broads Plan Advisory Group

Date of next review: October 2006
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 Management Action Plan
	Risk number:  14

Rating:  B3*

Description:

Working with external organisations.

Vulnerability:

Authority has to work/consult with external groups to achieve agenda.  Historically there is cynicism from some groups.

Trigger:

External groups hamper progress.

Consequences:

· Clear direction cannot be achieved.

· Plans delayed/deferred.

· Financial impact.

· Failure to meet modernisation agenda.

· Unable to improve service.


	Actions/controls already in place:

· New Broads Plan provides framework for engagement with partners. This gives clear direction for joint working with partner organisations. The Broads Plan Advisory Group has been established to retain close working relationships with key organisations and monitor the implementation of the Broads Plan. 

· Working closely with English Nature and the Rural Development Service on plans for co-locating in a new office.

· Broads Tourism Forum established to work with the Authority in promoting and developing tourism in the Broads.

· Regular talks to organisations – needs to be part of clearer communication strategy so that the organisation is targeting the key bodies.

· Culture of Authority needs to recognise the need for an integrated approach to the management of the Broads and partnership working.

Adequacy of action/controls to address risk:

· Overall the action is adequate. The general framework has been set by the Broads Plan – it now needs embedding in the organisation and tools to help staff, such as a communication strategy, put in place.

Required management action/control:

· Communication Strategy required so that the Authority can communicate better with stakeholders and give clear messages to partners.

· Clear policy on grants required to guide external organisations.

Responsibility for action:  John Packman

Critical success factors:

· Communication Strategy and grant policy in place.

· Successful outcome from Broads Plan Advisory Group – with organisations feeling committed to helping the Authority deliver the Broads Plan.

Review frequency: Six monthly

Date of next review: October 2006
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  Management Action Plan
	Risk number:  6a

Rating:  E1

Description:

Serious flood.

Vulnerability:

Wetland environment is exposed to vagaries in climate, including flood, tidal surge, etc. 
Trigger:

A serious flood or similar occurs, e.g. a 1953 flood event.

Consequences:

· Possible loss of life.

· Loss/damage of property.

· Damage to developed environment. 

· Cost of recovery/rectification of infrastructure.

· Loss of habitat.

· Environment damaged.

· Landscape change.

· Impact on navigation

· Need Government assistance


	Actions/controls already in place:

· Short to medium term coastal and flood defence provisions in place.

· Long-term coastal and flood defence currently under review as part of the Shoreline Management Plan process (consultation process is underway).

· Flood defences to the river system being maintained to the 1995 standard of defence under 20-year Broadland Flood Alleviation Project, managed by Broadland Environmental Services Ltd under contract to the Environment Agency.

NOTE:  Within the Broads, the Environment Agency has permissive powers to undertake flood defence works both on the coast and to the inland main river system.  The Agency is also responsible for issuing flood warnings. The Environment Agency and local authorities have permissive powers under the Water Resources Act and Coast Protection Act to undertake flood defence works both on the coast and to the inland main river system and protect against coastal erosion and inundation from the sea, respectively. They also have permissive powers under the Land Drainage Act to address flooding issues, including from the sea and tides.

Adequacy of action/controls to address risk:

· Action/controls are based on probability/risk of inundation and, therefore, are predicted to cope with all but the more extreme flood events!

· SMP and BFAP address needs over mid-term (c. 20 years), providing ‘breathing space’ to consider and address impacts over longer-term. 
NOTE: Emergency systems are in place in the event of defences being breached. (EA and Emergency Services are responsible.)

Required management action/control:

· Development of 100-year vision for Broads, shared by stakeholders, is crucial to long-term planning and management of flooding. This priority is identified in the Broads Plan and needs to be taken forward by the Authority and its key partners.

· Engage in the Shoreline Management Planning process, particularly in helping stakeholders to develop confidence in managed realignment policies and schemes.

Responsibility for action:  Julia Masson

Critical success factors:

· 100-year vision for the Broads developed and shared (agreed) by partners and other stakeholders.

Review frequency: Annually by Broads Plan Advisory Group

Date of next review: October 2006
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Management Action Plan
	Risk number:  1

Rating: D2*

Description:

There is a reliance on key staff.

Vulnerability:

There is reliance on key staff and as a small organisation any loss could be adversely felt on whole organisation.  The Authority struggles to compete with other authorities in terms of pay.  Currently there is limited cover and succession planning.

Trigger:

A number of key people are absent for a prolonged period of time.

Consequences:

· Loss of knowledge and experience.

· Increase work loads on the remaining staff.

· Difficulty to fill vacant posts.

· Decreasing efficiencies.

· Unable to deliver service.


	Actions/controls already in place:

· Sickness absence reporting and monitoring procedures in place. Human Resources Officer is alerted to long periods of absence, and remedial action is taken in consultation with line managers.

· Performance Management Framework (PMF) setting out key objectives for individual staff aligned with the annual priorities for the Broads Authority. A minimum of four 1:1 Discussions take place between line managers and staff during the year to monitor progress against key objectives.

· The Authority encourages work life balance and recognises the benefits for the individuals and the organisation that can arise from achieving the balance. The Authority has a longstanding commitment to consider requests for flexible working arrangements; several employees are currently benefiting from this flexibility.

· A Work Life Balance policy was introduced in April 2005, detailing flexible working policies and practices, current legislation and formally extending the right to request flexible working to all staff.

Adequacy of action/controls to address risk:

· Current sickness reporting and monitoring procedures are not adequate, short-term sickness absence is not easily detected. The current paper based system does not enable information to be easily collated for reporting and monitoring purposes. 

· Formal feedback from staff will be sought on the PMF/1:1 Discussions in order for improvements to be made for 2005. So far informal feedback has been positive.

Required management action/control:

· Continue to undertake performance management reviews/1:1 Discussions.

· Inform line managers when individual members of staff have reached the ‘trigger’ points for sickness absence, for further investigation to take place. 

· Continue to promote the Employee Assistance Programme.

Responsibility for action:  Hannah Daugaard-Hansen

Critical success factors:

· Reduction in sickness absence.

· All members of staff are aware of current legislation, Broads Authority processes and practices contained in the Work Life Balance Policy.

· Reduced staff turnover/reduced costs associated with recruitment.




	Review frequency: 

· Sickness absence reviewed as per the Healthy Workforce Policy.

· Individual workloads reviewed at least quarterly.

· Review of the impact of new legislation and practices will be ongoing.


	Date of next review: Ongoing
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Management Action Plan
	Risk number: 2

Rating:  D3

Description:

Job evaluation.

Vulnerability:

A job evaluation review has been undertaken, and a new staff grading structure was introduced in April 2005.

Trigger:

Negative staff repercussions against individuals whose posts are on protected grades or who feel that their post has not been adequately recognised.

Consequences:

· Loss of goodwill of staff.

· Lowering morale amongst staff.

· Appeals.

· Financial costs.

· Staff leaving.

· Sickness.

· Resources diverted to fight appeals.


	Actions/controls already in place:

· The Authority is implementing the Local Government (Green Book) Job Evaluation Scheme, which has been jointly designed by employers and unions with the help of expert advisers on equal pay and job evaluation and has the full support of the recognised trade unions with whom we work. It has been especially designed to take into account the full range of local authority jobs, and has been used by the majority of national park authorities who have carried out job evaluation reviews.

· Employee and trade union staff representatives are fully engaged in the process, through membership of job evaluation panels and the Job Evaluation Steering Group.

· A consultant has been engaged to chair job evaluation panel meetings, to ensure a consistent approach to evaluating different posts, and to advise the Authority generally in the implementation of the scheme.

· The minutes of Steering Group meetings are placed on the Authority’s Intranet.

· A robust appeals process has been put in place, with a local trade union organiser represented on each Appeals Panel.

· Employees whose posts were downgraded as a result of the review are entitled to receive protected salary rights for a period of three years. 

Adequacy of action/controls to address risk:

· It is inevitable that some employees feel disappointed or aggrieved about the final outcome of the review.

· Ongoing communication with these individuals is essential.

Required management action/control:

· Continued communication with employees who feel aggrieved at the outcome of the review.

Responsibility for action:  Rob Holman

Critical success factors:

· Implementation of a scheme which is affordable and which is regarded by the majority of staff and the trade unions as being fair and reasonable.

· Implementation of a scheme which minimises the number of postholders who are financially worse off (i.e. on protected salaries) as a result of the exercise.

Review frequency: Annually

Date of next review: October 2006
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	Risk number:  4

Rating: D3

Description:

IEG strategy.

Vulnerability:

The Authority is developing its IEG strategy in a short time period.

Trigger:

The Authority fails to reach IEG key targets within the required tight timescales.

Consequences:

· Seen as failing.

· Government criticism.

· Future funding opportunities jeopardised.

· Efficiency gains not achieved.


	Actions/controls already in place:

· IEG Project Manager post created.

· PRINCE2 project management methodology applied to all IEG projects.

· IEG Steering Group has been established to oversee IEG programme.

· Officer and member e-champions appointed (member e-champion post currently vacant).

Adequacy of action/controls to address risk:

· PRINCE2 methodology adequate in managing delivery of projects on time, to specification and within budget.

· The workload, limited availability of staff resource and tight timescale for delivering multiple projects increase the risk of not achieving all targets.
Required management action/control:

· Greater understanding / commitment to undertakings stated in IEG statement.

· Continued investment – beyond 2005/06.

Responsibility for action:  Bill Housden

Critical success factors:

· E-enablement of 100% of Authority services.

· Achievement of priority service outcomes set by ODPM for national park authorities, by June 2006.

Review frequency: Ongoing

Date of next review:
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 Management Action Plan

	Risk number:  6b

Rating:  C3*

Description:

Breach of flood defences occur.

Vulnerability:

Wetland environment is exposed to vagaries in climate, including flood, tidal surge etc. 
Trigger:

A flood or similar occurs due to breach of flood defences.

Consequences:

· Possible loss of life.

· Loss/damage of property.

· Damage to developed environment.

· Cost of recovery/rectification of infrastructure.

· Loss of habitat.

· Environment damaged.

· Landscape change.

· Need Government assistance.


	Actions/controls already in place:

As for 6a.

Adequacy of action/controls to address risk:

As for 6a, plus:

· The Environment Agency has a 20 year contract with BESL for the provision of flood defence services in Broadland which has a primary objective of reducing the risk of breaches occurring. BESL's programme of capital and maintenance works is based on annual inspections to assess the condition of the flood defences.    
Requirement management action/control:

· Influence development and implementation of flood defence and related policy to ensure consistency with objectives of Broads Plan 2004.
Responsibility for action:  Julia Masson

Critical success factors:

· No significant breach in defences.

· No serious fish mortality due to saline incursion arising from breach or overtopping of defences. 

Review frequency: Annual

Date of next review: October 2006
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	Risk number:  5c

Rating:  C3*

Description:

Responsibility of Authority for ‘sponsored’ activities.

Vulnerability:

The Authority both operates and approves a number of leisure and educational services to the public, such as use and licensing of hire boats, trip boats, water skiing clubs.  Safety systems are important but sometimes the Authority is not in a position to directly control these so issues guidance instead.

Trigger:

Injury or death from an Authority ‘controlled’ activity.

Consequences:

· HSE examination.

· Resources diverted.

· Role of Authority questioned.

· Inquiry.

· Authority seen as failing.

· Reputation damaged.

· Authority not seen as acting responsibly.

· Claims received.

· Loss of reputation/damage to Broads and tourism.

· Economic impact on tourism.

· Cost implications of rectifying situation.

· Corporate manslaughter.

· Involvement of Marine Accident Investigation Branch.

· Staff impact.

· Loss of tolls.


	Actions/controls already in place:

· Major activities have to be given permission and conditions are imposed to reduce risks.

· Liaison with Skiing and Oulton Broad powerboat clubs have produced agreed safety improvements.

· Byelaws in place and policed. Attendance where required of uniformed Navigation Rangers and Auxiliary Navigation Rangers.

· Boat Safety Scheme being introduced

· Code of conduct for hire boat operators.

· MCA small passenger boat code.

· Code of conduct for small passenger boat operators.

· Liaison with hire boat operators.

· Safety Management System being prepared, in accordance with the requirements of the Port Marine Safety Code, to identify and control all water-related risks.

Adequacy of action/controls to address risk:

· Sufficient but new initiatives/legislation/standards constantly require attention.

Required management action/control:

· Ongoing monitoring and enforcement of legislation, codes of conduct and completion and publication of Safety Management System.

Responsibility for action:  Steve Birtles/Adrian Vernon

Critical success factors:

· Sufficient staff and staff time to carry out all necessary functions.

· Continuous upgrading of safety provision on the Broads system and boating activities.

Review frequency: Ongoing

Date of next review:
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 Management Action Plan
	Risk number:  7b

Rating: C3*

Description:

Reserves are limited.

Vulnerability:

Reserves are minimal and the Authority is limited in its ability to borrow capital.

Trigger:

Unexpected financial hit of £50,000.

Consequences:

· Overspend.

· Service reductions.

· Performance suffers.

· Fire fighting.

· Ministerial ‘pleading’.

· Redundancies.


	Actions/controls already in place:

· The Authority has in place the following internal controls to minimise the risk of having depleted reserves:

a) Financial Regulations that regulate the budgeting process.

b) A budgetary control system that reports monthly variances between actual and profiled budget to responsible budget holders / Management Team from June onwards.

c) Regular financial reports, providing the latest variances between profiled and actual  income and expenditure, are considered by the Broads Authority. 

d) Budget holders are qualified to take corrective action when adverse variances are likely to occur.   

Adequacy of action/controls to address risk:

· A budget is a widely recognised instrument of financial control and a statement of what it is reasonable to believe can be made to happen. It is a combination of actions of people, their performance and the costs they incur. Budgeting is a task that requires managers to work as a team and determine the policies needed to achieve goals. In practice however, the creation of an annual budget is often perceived by budget holders to be time consuming and frustrating task and because of changing circumstances the figures can quickly become outdated and are often diminished from the moment they are finalised.   

Required management action/control:

· Management needs to ensure that all responsible budget holders provide information on budgets, revised budgets, profiled budgets and major variances to the Head of Finance on a regular and agreed basis.    

Responsibility for action:  Zoe Parker

Critical success factors:

· Year end reserves are adequate in relation to potential liabilities.

· Major adverse variances are identified quickly and corrective action taken. 

· The accounts package and financial reporting is adequate.

· Finance staff and budget holders are qualified and trained to undertake the process of budgeting and budgetary control.

· The Authority has a culture which embraces the task of budgeting and budgetary control.

Review frequency: Annually

Date of next review: September 2006
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	Risk number:  15

Rating:  C3*

Description:

Project management.

Vulnerability:

The Authority undertakes a variety of projects which require effective project management skills.

Trigger:

A key project is adversely affected due to staff not having the relevant skills/capacity.

Consequences:

· Projects not managed to time or within budget.

· Projects fail to deliver objectives.

· External expertise brought in at a cost.

· Loss of ownership of the project.

· Project planning called into question.

· Officers feel demoralised/vulnerable.

· Partners are disillusioned.

· Adverse effect on performance.

· Image of Authority suffers.


	Actions/controls already in place:

· Managers and staff have many years experience in successfully planning and delivering small and medium size projects and improvement schemes.

· The Authority’s Standing Orders relating to Contracts have been revised to make the letting of small and medium sized contracts quicker and less bureaucratic, and guidance notes have been provided to all budget holders in the use of these procedures.

· Senior members of staff have received training in the use of PRINCE 2 techniques.

· The Authority has acquired a PRINCE-Lite programme, and proposes to adapt and use this for all project work.

Adequacy of action/controls to address risk:

· Whilst the Authority has extensive experience and effective processes in place for delivering small and medium sized projects, experience has shown that it can struggle where large or unusual projects present themselves, due to lack of resources (both in staffing and financial terms).

Required management action/control:

· The Authority intends to adopt a more structured approach to project management, through use of the PRINCE-Lite programme, to introduce processes which will ensure that a project delivers to time, on budget and within the agreed specification.

· It is also suggested that when undertaking any further projects above a certain threshold the Management Team should carry out a thorough assessment to satisfy itself that the Authority has the necessary expertise, resources and processes in place to successfully deliver the project.

Responsibility for action:  Rob Holman

Critical success factors:

· Projects are delivered to time, on budget and within the agreed specification.

Review frequency: Annually

Date of next review: October 2006
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	Risk number: 12a

Rating: B4

Description:

Norwich Yacht Station development.

Vulnerability:

Development of the Norwich Yacht Station depends on working in partnerships with the local council and/or other potential partners with a shared goal.

Trigger:

Failure to secure partnership or common understanding.

Consequences:

· Property cannot be sustained.

· Property cannot be developed.

· Loss of service to the public.

· Reputation as a key service provider diminishes.


	Actions/controls already in place:

· Responsibility for redevelopment is now entirely with Norwich City Council.

Adequacy of action/controls to address risk:

· The Authority has a license agreement with Norwich City Council.

Required management action/control:

· Broads Authority staff run the facility safely and professionally. Defects are marked and reported, and inspections carried out to insurance requirements. 

Responsibility for action:  Adrian Vernon

Critical success factors:

· Safe and well maintained moorings.

· All major infrastructure responsibilities are borne by Norwich City Council.

Review frequency: Ongoing

Date of next review:
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 Management Action Plan

	Risk number:  3

Rating:  E2

Description:

IT systems become disabled.

Vulnerability:

Much of the Authority is reliant on IT systems to do its day to day work.

Trigger:

A significant virus or similar disabling event occurs.

Consequences:

· Loss of income (large impact if occurs at key time e.g. tolls licensing time).

· Operational impact in day to day service delivery – visitor centres.

· Political fallout.

· Internal friction.

· Reputation damaged.


	Actions/controls already in place:

· Computer Associates Antivirus Software installed on all computers.

· Virus Signatures downloaded daily.

· Email Antivirus Agent scanning incoming mail.

· Intelligent Message Filtering in place.

· Password security policies in use.

· Firewalls installed at every site.

· Daily backups performed with data taken offsite.

· User policies for downloading information, installing software and what to do if a virus is detected have been introduced

· Spare server capacity for redeployment of critical systems.

· All server software including antivirus software and firewalls is covered by a support contract.

· Support contracts are in place for all major systems. 

Adequacy of action/controls to address risk:

· The Authority’s Firewall and Antivirus systems have been implemented with the assistance and advice of our support contract providers who have expertise in these areas.

· These controls have been audited by the Authority’s Internal Auditors, and the recommendations were implemented. 

Required management action/control:

· Management must ensure that sufficient resources are available to administer and monitor systems.
· All systems must be documented.
· A Disaster Recovery Plan must be in place, and testing of this plan and restoring of critical systems should take place at regular intervals.

Responsibility for action:  Bill Housden

Critical success factors:

· Minimal downtime caused by a virus or similar disabling event.

· Prevention of all email viruses reaching individual mailboxes.

· Ability to restore all critical systems within a reasonable period.

Review frequency: Ongoing

Date of next review:
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 Management Action Plan
	Risk number:  7a

Rating:  E2

Description:

Reserves are limited.

Vulnerability:

Reserves are minimal and the Authority is limited in its ability to borrow capital.

Trigger:

Unexpected financial hit of £100,000+.

Consequences:

· Overspend.

· Service reductions.

· Performance suffers.

· Fire fighting.

· Ministerial ‘pleading’.

· Redundancies.


	Actions/controls already in place:

· The Broads Authority has in place the following internal controls to minimise the risk of having depleted reserves:

a) Financial Regulations that regulate the budgeting process.

b) A budgetary control system that reports monthly variances between actual and profiled budget to responsible budget holders / management team from June onwards.

c) Regular financial reports, providing the latest variances between profiled and actual income and expenditure, are considered by the Broads Authority. 

      d)   Budget holders are qualified to take corrective action when adverse variances 
are likely to occur.   

Adequacy of action/controls to address risk:

· A budget is a widely recognised instrument of financial control and a statement of what it is reasonable to believe can be made to happen. It is a combination of actions of people, their performance and the costs they incur. Budgeting is a task that requires managers to work as a team and determine the policies needed to achieve goals. In practice however, the creation of an annual budget is often perceived by budget holders to be time consuming and frustrating task and because of changing circumstances the figures can quickly become outdated and are often diminished from the moment they are finalised.   

Required management action/control:

· Management needs to ensure that all responsible budget holders provide information on budgets, revised budgets, profiled budgets and major variances to the Head of Finance on a regular and agreed basis.    

Responsibility for action:  Zoe Parker

Critical success factors:

· Year end reserves are adequate in relation to potential liabilities.

· Major adverse variances are identified quickly and corrective action taken.

· The accounts package and financial reporting is adequate.

· Finance staff and budget holders are qualified and trained to undertake the process of budgeting and budgetary control.

· The Authority has a culture that embraces the task of budgeting and budgetary control.

Review frequency:  Annually

Date of next review: September 2006
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             Management Action Plan
	Risk number:  17

Rating:  E2

Description:

Vessels carrying fuel oil, etc, pass through the area.

Vulnerability:

Waterways have some narrow navigation channels with some obstructions like Reedham Bridge.  Used by coaster type tankers at Great Yarmouth and on transit to Cantley, vessels have been known to scrape Reedham Bridge causing very slight damage. Road tankers also pass through the area.

Trigger:

Toxic spill or a major oil spill. 

Consequences:

· Damage to the Broads.

· Damage to property.

· Liability for compensation (could be substantial).

· Damage to tourist income.

· Loss of revenue.

· Other projects damaged/deferred.

· Environmental damage.

· Not fully reimbursed.


	Actions/controls already in place:

· No fuel oil carrying vessels are currently transiting to Cantley or any other Broads location.

· Oil spill response plan in place. Equipment stockpiled, staff trained and fully equipped van kept on standby.

· Liaison with Environment Agency (EA), other agencies and Norfolk County Council (NCC) Emergency Planning Unit.

· Norfolk Fire and Rescue Service deal with toxic spills; EA and Broads Authority assist when possible. Clear up may result in some costs falling to the Authority until polluters’ insurance reimbursement.

Adequacy of action/controls to address risk:

· The oil spill preparations have been judged sufficient by an MCA audit.

Required management action/control:

· Update plan and keep staff trained and equipment/stocks sufficient. 

· Liaise with emergency services and NCC Emergency Planning Unit.

Responsibility for action:  Adrian Vernon

Critical success factors:

· All spills dealt with quickly and safely with no major unrecoverable costs to the Authority.

Review frequency: Ongoing

Date of next review:
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    Management Action Plan
	Risk number:  5b

Rating:  D3

Description:

Staff safety.

Vulnerability:

Broads staff and/or partners are frequently required to work in remote areas, alone and sometimes in an enforcement capacity, exposing them to health and safety risks.  There have been minor incidents in the past.

Trigger:

Serious staff accident/incident occurs.

Consequences:

· Injury.

· Death.

· Authority not seen as acting responsibly.

· Claims received.

· Claims lost.

· Costs increase.

· Loss of morale.

· HSE involvement.


	Actions/controls already in place:

· The Authority has adopted a Health and Safety Policy and assigned responsibility for health and safety at work.

· A Safety Committee has been established to ensure that the Safety Policy is implemented and that safety standards are maintained.

· Codes of practice and guidance notes are issued to staff where appropriate about working practices.

· Appropriate health and safety training is made available to all employees.

· Risk assessments are carried out for all activities, where appropriate.

· Field staff are provided with mobile phones and are encouraged to use appropriate forms of communication to ensure that other members of staff know of their whereabouts at all times.

· Staff are provided with appropriate personal protective equipment and clothing.

· All equipment and vehicles are regularly checked and maintained, in accordance with the manufacturer’s recommendations.

Adequacy of action/controls to address risk:

· Generally controls are good, and are regularly monitored by the Safety Committee.

· The highest risk involves staff who are working alone in isolated locations and, to a lesser degree, those who may be at risk of personal attack.

· The Safety Committee has been investigating the possible use of a lone worker monitoring system, but has not yet identified a system which would meet the Authority’s requirements.

Required management action/control:

· Ongoing monitoring of the work of the Safety Committee, to ensure that overall safety standards are maintained.

· Constant reminders need to be given to managers and staff to reinforce the importance of health and safety at work and of safe working practices.

· Continued investigation of appropriate lone worker monitoring systems and other methods of protecting the safety of lone workers.

Responsibility for action:  Rob Holman (Safety Committee)

Critical success factors:

· A culture of good awareness by all employees about health and safety at work issues, resulting in full risk assessments being carried out for all activities where appropriate.

· A low occurrence of accidents at work, and no serious accidents or injuries resulting from the Authority’s activities, either to employees or members of the public.

Review frequency: Ongoing.

Date of next review:
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  Management Action Plan
	Risk number:  12b

Rating:  D3

Description:

Great Yarmouth Yacht Station development.

Vulnerability:

Development of the Great Yarmouth Yacht Station depends on working in partnership with the local council and/or other potential partners with a shared goal.

Trigger:

Failure to secure partnership or common understanding.

Consequences:

· Property cannot be sustained.

· Property cannot be developed.

· Loss of service to the public.

· Reputation as a key service provider diminishes.


	Actions/controls already in place:

· Responsibility for re-development of the yacht station has been returned to Great Yarmouth Borough Council. The Authority is negotiating a three year operating licence agreement with the Council. No major financial responsibilities are placed upon the Authority.

Adequacy of action/controls to address risk:

· The Authority’s operation has to be adequately insured.

Required management action/control:

· Ensure that the site is managed properly. 

· Inspect site in accordance with insurance inspection requirements.

Responsibility for action:  Adrian Vernon

Critical success factors:

· Provision of safe and well maintained moorings.

· All major infrastructure responsibilities borne by Great Yarmouth Borough Council.

Review frequency: Ongoing

Date of next review:
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   Management Action Plan
	Risk number:  13

Rating:  D3

Description:

Accommodation changes required.

Vulnerability:

The Authority has identified the need to relocate to new office accommodation. This is vital to delivering services.  A funding incentive has been provided to the Authority to co-locate with Natural England and other Defra sponsored organisations.

Trigger:

Co-location falls through or cannot be delivered.

Consequences:

· Unable to take on planning service (nowhere to accommodate additional staff).

· Failure to comply with Disability Discrimination Act.

· Loss of credibility.

· Inefficient service delivery.


	Actions/controls already in place:

· The Authority has identified two sites which meet the essential requirements for a new headquarters as defined in the specification which has been approved by members.

· The Authority has identified service delivery and efficiency advantages in co-locating with Natural England.

· The Authority is one of a number of public sector partners in a project which is being managed by Defra’s Estates Services Division, to relocate into one of the sites identified by the Authority.

· The Authority has put together and submitted to Defra a business case setting out its requirements.

· Defra has agreed to fund the Authority’s capital (fit out) costs for the new building, thus minimising the impact on the Authority’s budget.

· The Authority is represented on the Project Board, as are Natural England and the other organisations who will be sharing the new offices. 

Adequacy of action/controls to address risk:

· With the support of Defra it is likely that the project will be delivered, but it cannot be delivered within the Authority’s original timetable (September/October 2006), in advance of the bringing in-house of the planning service in April 2007.

Required management action/control:

· Attendance at all Project Board meetings.

· Interim arrangements will need to be put in place in order to accommodate the Authority’s planning team during the period from April 2007 until relocation to the new offices (currently scheduled to take place in December 2007).

· Regular reports to members at Broads Authority meetings.

Responsibility for action:  Rob Holman

Critical success factors:

· Relocation to new office headquarters during late 2007/2008.

Review frequency: Ongoing

Date of next review:




Strategic Risk Register





  Management Action Plan
	Risk number:  16

Rating:  D3

Description:

Grant awards made by Authority.

Vulnerability:

The Authority provides grants to a number of organisations/partnerships to undertake activities on behalf of the Authority.  Monitoring and control is perceived as limited.

Trigger:

Key partner fails.

Consequences:

· Broads Authority blamed by ‘association’.

· Claims received.

· Increased costs.

· Rewards can be achieved.


	Actions/controls already in place:

· The award of grant aid to external bodies was significantly reduced in 2004/05, and grants have been awarded to a small number of key partners only.

· There has been little monitoring and control of how the grant has been spent, although a service level agreement (now expired) was established with the Norfolk Wildlife Trust.

Adequacy of action/controls to address risk:

· The risk of a key partner ‘failing’ because of a reduction in grant aid is minimal, since few if any are reliant on the Authority for a significant amount of their income.

· The only exception to this might be the How Hill Trust, which has historically received a significant grant from the Authority.

Required management action/control:

· A service level agreement will be entered into with the How Hill Trust which will set out the respective responsibilities in respect of the management of the estate and future joint working relationships, including any financial arrangements.

· Subject to the availability of funding, the Authority will consider entering into service level agreements with other key partners where these will facilitate the implementation of Broads Plan objectives.

· The Authority will work with key statutory and other partners through the new Broads Plan Advisory Group to maintain close working relationships and monitor implementation of Broads Plan objectives.

Responsibility for action:  Rob Holman

Critical success factors:

· Grant aid is awarded according to a transparent and fair process and in accordance with the criteria laid down by the Authority.

· Appropriate monitoring is carried out, so that the Authority can be assured that the grant is spent in accordance with the original application and any conditions which might have been specified.

· The Authority maintains good relationships with its key partners, and regularly monitors the work which they are carrying out in implementing Broads Plan objectives.

Review frequency: Ongoing.

Date of next review:
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  Management Action Plan
	Risk number:  21

Rating:  D3

Description:

HR processes.

Vulnerability:

A large number of management/HR processes dealt with outside proper personnel procedures.

Trigger:

A HR situation arises and is not properly managed.

Consequences:

· Unfounded actions.

· Claims.

· Staff relations suffer.


	Actions/controls already in place:

· Introduction of Management Development Programme (MDP) for line managers and aspiring managers covering core management competencies, including recruitment and selection, appraisal, stress management, budgeting and finance.

· The Local Conditions of Service are updated to reflect changes in legislation, and once adopted are issued to all staff.

· The Authority’s personnel policies underpin the training in the MDP.

· All personnel policies are posted on the Authority’s Intranet.

· All staff and trade unions are fully consulted on changes to the local Conditions of Service.

· Human Resources (HR) support and advice is available for all staff from the Head of Human Resources and/or Human Resources Officers.

· All interview panels have an HR presence to ensure consistency and best practice.

Adequacy of action/controls to address risk:

· The MDP ensures a consistent approach, ensuring that all line managers are familiar and confident to use the personnel policies and practices to manage members of staff.

· All managers are aware of the support available from the HR section.

Required management action/control:

· Ensure that HR continues to up date line managers with new processes and practices.

· Ensure that line managers familiarise themselves with the Authority’s Local Conditions of Service.

· Highlight the roles and responsibilities of line managers at induction stage.

· In-house training will be provided for all employees who are responsible for managing staff in conditions of service, employment law and HR issues generally.

Responsibility for action:  Hannah Daugaard-Hansen

Critical success factors:

· Low number of grievances/disciplinary actions.

· Poor management not cited as a reason for leaving the Authority in exit interviews.

Review frequency: Personnel policies are continually reviewed to ensure that they are up to date.

Date of next review: Ongoing
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  Management Action Plan
	Risk number:  8a

Rating:  D2*

Description:

Planning service to be in-house.

Vulnerability:

The planning service is undertaken by the District Councils, without a formal agreement.  Consideration for undertaking the service in-house is taking place.

Trigger:

District Council withdraws planning service before the Authority is ready.

Consequences:

· Financial impact.

· Failure to deliver service.

· Fail in statutory duty.

· Action against the Authority.


	Actions/controls already in place:

· Councils must give one year’s notice of withdrawing by March of any year. Therefore risk is to year commencing April 2006.

Adequacy of action/controls to address risk:

· Agreement is based on trust and goodwill. Councils are reducing their commitment whilst not actually withdrawing the service. They expect us to pay to fill the gaps.

Required management action/control:

· Monitor service provision quarterly.

· Meet Planning managers regularly.

· Keep protocol up to date annually.

Responsibility for action:  Gillian Morgan

Critical success factors:

· Service is provided at no reduction of current levels of performance indicators.

Review frequency: Ongoing

Date of next review:
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  Management Action Plan
	Risk number:  22

Rating:  C3*

Description:

Development of Local Development Framework (LDF) within timescale.

Vulnerability:

The Authority is a small organisation with clear priorities to deliver practical improvements in the Broads. It has a large number of active stakeholders although a small resident population.
Trigger:

Staff resignations.

Changed priorities from strategy to implementation.

Priorities of stakeholders/consultation overload.

Consequences:

· Failure to deliver service.

· Out of date planning policies.



	Actions/controls already in place:

· Authority has been awarded Defra funding for Planning Service.

· Planning Delivery Grant awarded for Annual Monitoring Report.

· Departmental structure agreed.


Adequacy of action/controls to address risk:

· Competition in market for skilled planning officers.


Required management action/control:

· Monitor service provision quarterly.

· Report regularly to Planning Committee.

· Joint initiatives for Broads Plan/Broads LDF.

· Seek joint working with constituent authorities.


Responsibility for action:  Gillian Morgan

Critical success factors:

· LDF documents relevant and up to date.

· Sustainable development achieved.

Review frequency: 

· Quarterly by LDF Steering Group.
· Annually through Annual Monitoring Report.
Date of next review:  July 2006
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  Management Action Plan
	Risk number:  23

Rating:  C3*

Description:

Outbreak of Avian Flu.

Vulnerability:

The Broads is a popular area for overwintering and other wild birds, and the Authority would be powerless to stop an outbreak of Avian Flu in its area.

Trigger:

Outbreak of disease in the Broads area.

Consequences:

· Closure of footpaths and other public areas.

· Bad publicity for the area.

· Negative impact on the holiday trade and local economy.

· Loss of income.



	Actions/controls already in place:

· In-house working group has been set up to monitor developments and deal with issues as they arise.

· Information is posted on the Authority’s website.

· The Defra website is being monitored regularly for any new developments and information/advice.

· New developments/information/advice is notified to staff.

· Public notices have been posted in appropriate locations throughout the Broads.


Adequacy of action/controls to address risk:

· Controls are adequate but would only be truly tested in the event of an outbreak.


Required management action/control:

· Constant vigilance and prompt communication of any changes in circumstances/advice, both to the Authority’s staff and to visitors/users of the Broads.


Responsibility for action:  Julia Masson.

Critical success factors:

· Prompt action to mitigate the effects of an outbreak should it occur, both in terms of public relations and actions on the ground.

Review frequency: Ongoing
Date of next review:
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